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Other monitoring tools
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Do we need other monitoring tools?
There are lots of them, free to use

ping, fping, OWAMP, SmokePing, pchar, iperf, bwctl, nuttcp, netperf, RUDE/CRUDE,
ttcp, NDT, Thrulay, PsPing, Unix

traceroute,tcptraceroute,LF T, mtr,tracepath,Smoke Trace, layer 2 traceroute, tcpdump,
Wireshark, libtrace, Netdude, jnettop, tcptrace, Network Monitor (Windows), TCP

Analyzer (Windows SDK)
take a look at comprehensive list: kb.pert.geant.net
BUT You n 3
UT You need C«*eduPERT

time to deploy them

learn how to use

maintain hardware, configs
= costs!
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Other monitoring tools
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What if somebody will deploy
the monitoring environment for you?
For free
Inside your network

Maintain it
(you do neet to worry about security pachess, system maintenance etc.)

Connect it into one big worldwide mesh
Give you access to the whole mesh
Provide easy to use intererfaces: http, cli, api

Collect statistics
You can make measurement from any other point of measure
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Two monitoring tools

NLNOG RING
LINUX VM deployed inside your environment

Tools: several monitoring commands " ® o
avialble (ssh) + web statistics ©® NLNOG

*.RING

RIPE ATLAS

USB tiny device (probe)
Web based interface: atlas.ripe.net RIPE

RIPE ATLAS
fltps Mabx ripe netintisx
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NLNOG RING

* Loosely connected group of Dutch network operators
* Drink beer once a year

* Active IRC channel

* mostly dormant mailing-list

Source: Job Snijders https://ripe65.ripe.net/presentations/105-RIPE65 NLNOG_RING_Job_Snijders.pdf
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NLNOG RING

So, what'’s this RING thing?

Metaphysical definition:
“Awesome network debugging platform”
Foundation:

Trust — | trust you with access to my resources,
as you trust me with access to your resources

Source: Job Snijders https://ripe65.ripe.net/presentations/105-RIPE65_NLNOG_RING_Job_Snijders.pdf
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NLNOG RING - Participants
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| Map | Sat I Ter I Earth‘ |

* Organisations: 217
 RING nodes: 243
 ASNSs: 218

« Countries: 44
2013/09

'X\‘\: P;lc| ic Indian X\\\:

Google remedting

https://ring.nlnog.net/participants/
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NLNOG RING - Motivation
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Debug network issues and troubleshoot ‘from the outside’

A point of view outside your network is absolutely essential

Seeing what others see is a useful thing with a variety of
network problems

Source: ring.ninog.net

connect * communicate ¢ collaborate




NLNOG RING - Solution
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Provide a streamlined way of cooperating
"NLNOG RING” — simple essence:

= You make a (virtual) machine available to the RING,

= You gain access on all servers which are part of the
project, hence the name "RING".

= Great example would be to launch a traceroute from 173
servers in different networks and quickly get the results
instead of waiting till somebody has the time to run some
tests for you.

Source: ring.ninog.net

connect * communicate ¢ collaborate




NLNOG RING - how to use it

SRR 2N
GEANTN

= CLI interface: ring scripts

ring-all — run commands on all servers
ring-ping — run comands from all servers

ring-trace - ICMP traceroutes from all servers
allows to create graphs which visualise traceroutes from a number of ring sources

= Distributed Smokeping

Web based statistics

A smokeping Master/Slave setup has been created to graph latency between all
nodes thus graphing nodes in context of a torus.

= BGP Looking glass

Web based on-line interface
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NLNOG RING examples

R S\
- CLI interface GEANT*V

ring-ping [-6v] host

Example:

poznan@poznan0l:~$ ring-ping -v www.terena.org

sidnO01: 3.934
fnuttOl: 25.511
az2binternetO01: 2.007
melbournell: 16.713
digiweb01: 17.661

ring-ping www. terena.org

connect: Network is unreachable

www. terena.org - 173 servers: 44ms average
www. terena.org - unreachable via: nlnetlabs01

ssh connection failed: atrato0l bahnhof0l1 bci0Ol digmiaO0Ol
occaid0l solnet0l1 teamix0
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NLNOG RING examples -

- CLI interface GEANT*

ring-trace -c -B -n 10 www.terena.org

Example:

1291434 297

belwueol
AS553 - BELWUE (DE:

129243 3.65
ASSS3 - BELWUE (DE

515794

anet0
AS8426 - CLARANETAS (G8)

129.143.10;

195157.9.2 3.1
AS8426 - CLARANETAS (G8) ASSS3 - BELWUE (DE

1233229
AS880 - DFN (DE)

195890157
AS8426 - CLARANET-AS (G8

21711514061

5424219213 198,108 63 64

apsyrory rootiu men s igrondy hosteuropeol
ABSAIS - LARNIETAS Voui ASS5577 - ROOT (W) AS237 - MERIT-AS-14 (US) ABSSS - O 68 AS20773 - HOSTEUROPE-AS (DE)
:
195.157.7.53 542421921 198108 631 1991145 86 2171151402
AS8426 - CLARANETAS (G8 ASSS77 - ROOT (W AS237 - MERITAS14 (US AS680 - OFN (DE) 520773 - HOSTEUROPE-AS (D
i A 4 ¥
T 1995920837 1se100 2351 106116589 195 300 324133 e
AS8426 - CLARANETAS (G8 AS46786 - PTRANSIT (USH AS237 - MERITAS 14 (US AS680 - OFN (DE) R 2520773 - HOSTEURGPE-AS (OE
Y s & A J Y
s 10710 1958 6o e 199,59 206.133 1s2122103 10 1081145 38 19300180 198 200 224125 ean wsaTn
assozss o0l oy || Aseazs - cUARANETAS (ce ASA678S - IFTRARSIT (US AS237 - MERTAS 14 (US AS680 - 0PN O8) [ | poagsy 08k ASS0156 - BOXED-T (BE) AS20773 - HOSTEURGPE-AS (OE e
~
P A 4 | 4 A J 4 L | L
531871517 155 66 226.24 24012517 6240124 3 193.0.0174 109 68 160.89 8023712910 195,211 721
AS50255 - TRIPLET (ML ASS455 - KX (G8) AS20365 - GEANT (GB) | | AS20965 - GEANT (GB) | | AS3333 - RPE-NCCAS (ML) 4539923 - UNDXSOLUTIONS 4 (BE) AS20773 - HOSTEUROPE-AS (DE! ASS1696 - ANTAGOMISTAS (NLI
4 4 : 4 Y y
109.108.97.57 624011210 193035 109.68.160.30 80.257.129 182 87.249.108.93
AS2603 - NORDUNET (sE AS20365 - GEANT (GB) | | AS3333 - RPE.NCCAS (MU 23 - UNXSOLUTIONS AS (B AS20773 - HOSTEUROPE-AS (0E) ASL6243 - VIRTU-AS (NL

AL |

4

69 144

193239 116.2 124258 195 50 69144
GEANT (GB) AS1200 - AMS-X (NL AS1200 - AMS-X (NL

209.1 62.40.
2534307 - NL-ix (N 52603 - NORDUNET (SE) 2520965 -

145 145.80.66
AS1103 - SURFNET-N (NL

19287.30 6
AS1103 - SURFNET-N. (NU
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NLNOG RING examples
- Distributed Smokeping
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= AMP (Aclve Measurement Project)
= Developed by WAND Network Research Group
= http://amp.ring.nlnog.net/

Ping

Historic Traceroutes
MTU testing

Jitter

loss, etc
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NLNOG RING examples

- Distributed Smokeping

i AMP Measurements

2 &|- .nlnog.net//ma pv4/latency/DI N il ¢ | |28~ Google e « - 0
[i@ Firefox prevented this page from automatically reloading. x
-

.. ®e
® NLNOG WAIKATO

etwor esearc roup
@ | N G
@) | t

Matrix - Viewing ipv4 latency (10 min average) from DE to PL

AMP Measurements

DE v to PL
whnload Raw Data B
o Add Event =
« Performance Map ipv4 I ipv6
« Login
+ Creste Account latency I loss hops mtu
Destination:
View Mode
. ’5"9‘;":5\/"/‘5 Source: acsystemy01 hosteam01 inotelol  maverick01  poznan01
* Matrix View
aszsonetot | 55 |“ 45 H a [ s || 4
belwued! ring-as250net01 to ring-poznan01
1 Hour 24 Hour 7 Day
Comparison List (average) (average) (average)
- Shaeiaz Latency (ms) 44 47 16
Packet Loss (%) 14 15 14
No graphs selected filoo01 — o
View Comparisons >> fremaks01
Reset Comparison List >>
hosteurope0t I 28 ” 27 ” 20 ” 36 I
iabgot | 3 ” 3 ” 36 || 2 |
isarnet01 | 13 | I 99 | | 15 | | 60 |
man-da0t | 29 ” 25 ” 37 “ 27 “ 31 |
mntmimmna | ans M an J 95 | 103 ” 89 |
amp.ring.nlnog.net//graph.php?src=ring-as250net01&dst=ring-poznan01 = - i i - -
Q- x 46.137.152.118~
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RIPE Atlas

Tiny device

USB powered
ETH RJ45 connector

Run measurements and
reports these to the data collection components

Configuration with DHCP
IPv6 enabled, IPv4 required
4-6 Kbps of bandwidth
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RIPE Atlas

= Probes connected to RIPE Atlas: 3869
= Measurements currently running: 1862

= Intended to scale up to many thousands of measurement
probes distributed around the globe
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Dane do Mapy ©2013 MapLink = Warunki korzystania z programu
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RIPE Atlas

y B
SR 2N
- measurements GEANT*v

= atlas.ripe.net - web interface to create mesurements and
access results

= Open access for all to public probes

= Two types of measurements:
Built-in Measurements

User defined measurements (UDM)

RIPE

|gile Map | Conlact) Help) RIPE Dalabe:
NCC  RIPE NETWORK COORDINATION GENTRE

. RIPE Database Statistics  _ RIPELlabs  __DNS  RIPEAtas

RIPEstat Developer Documentation ~ RIPE Atlas Home «  About RIPE Atlas  +

Getlnvolved + Results + My Atlas: Bartosz Gajda + Logout

You are here: Home > Data & Tools > RIPE Atlas
1d MAC  Descr... Location Role Status. si
12058 AOF3.C1.C45CH1 uitsa Katkhanova, 168, Kenzhe, Kabardino-Bal Viewer  Never Conne.

12050 AOFF3:C1:C4:5DFO Poccus, Prsarcran of Gnacts, Prsats

201308
12080 AOF3C1C45FTF Eigin, IL 2013-08
12061 AO:F3.C1.CA4AEA Geneva, Switzerland 201308
12063 AOF3CIC45CE4 fikem... Valtakatu 27, 94100 Kemi, Suomi 201308

12064  AOF3.C1C44166 280S.. Beukenhof 213, 8212 EK Lelystad, The Netherl. Viewer  Never Conne.
12065  AOFF3:CH:CA4ABF Finland Viewer  Never Conne.

connect * communicate ¢ collaborate




RIPE Atlas
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= Built-in Measurements

Data available to everyone: maps, tables, public probes
data and API to download raw data

Ping, traceroute, DNS querries towards root name
servers and RIPE infrastructure

= User defined measurements (UDM)
Avialable for hosts and RIPE NCC members

Ping, Ping6, Traceroute, Traceroute6, DNS, DNS6,
SSLCert, SSLCert6

You can make your UDM public
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RIPE Atlas

- measurements

User defined measurements (UDM)

R l PE \ \Site Map | Contac;L aljf:? | RIP7 Databa
‘Search
ww RIDE Database Statistics RIPELabs DNS _ RIPEAtlas

RIPEstat Developer Documentation ~ RIPE Atlas Home -+ About RIPE Atlas -
Get Involved + Results « My Atlas: Bartosz Gajda + Logout

NCC RIPE NETWORK COORDINATION GENTRE

You are here: Home = Data & Tools = RIPE Atlas

Id MAC Descr... Location Role Status Sil
12058 AQ:F3:C1:C4:5C:51 ulitsa Katkhanova, 168, Kenzhe, Kabardino-Bal... Viewer  Never Conne...
12059  AO0:F3:C1:C4:5D:F9 Poccua, PasaHckaa obnacTe, PAsaHb Viewer Connected 2013-08
12060 AQ:F3:C1:C4:5F7F Elgin, IL Viewer Connected 2013-08
12061 AQ:F3:C1:C4:4AEA Geneva, Switzerland Viewer Connected 2013-08
12063 AQ:F3:C1:C4:5C:54 fi-kem... Valtakatu 27, 94100 Kemi, Suomi Viewer Connected 2013-08
12064 AQF3:C1:C4:41:66 289S... Beukenhof 213, 8212 EK Lelystad, The Netherl... Viewer  Never Conne...
12065  AO:F3:C1:C4:4A'BF Finland Viewer  Never Conne...
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RIPE Atlas

- measurements

User defined measurements (UDM)

R I PE ‘ ?ﬁe Map | Contact | Help | RIPE Database Se

| /
NCC  RIPE NETWORK COORDINATION GENTRE _ e

AY ]

’

...RIPE Database _, Statistics . RIPELabs . .DNS_ RIPEAtes _ RIPEstat

Developer Documentation ~ RIPE Atlas Home + About RIPE Atlas + GetInvolved -+ Results -

My Atlas: Bartosz Gajda + Logout

You are here: Home = Data & Tools = RIPE xAtlas

Rezopole Lyonix2 £yLogs
- When
Traceroute First Hop 77.95.64.175 1.765 ms / 1.793 ms / 1.840 ms )
77.95.64.175 2013-00-12 12:49:40 UTC s0

..ﬂ_.”gL n”[l_mﬂmJ Ilaf.,r-,

06:00 08:00 10:00 2:00

Traceroute Second  77.95.70.148 2076 ms /16.621 ms / 45.578 ms
Hop 77.95.70.148 2013-09-12 12:49:40 UTC oee
. _Lﬂ.l_lln_u_ll_ﬂ_u.ﬂ_ﬂ JA ﬂ . nﬂ_n_mﬂn_H:
06:00 08:00 10:00 12:00
Pinn (IPv4\ k ront_ceruers net 1A RAA Me /1R 3921 me / 23 R28 me
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RIPE Atlas
- measurements

..E’i

User-Defined Measurement

UDM Type and target

RIPE Database Statj Ping ! F— iEstat
Ping6
Developer Documentation  f Traceroute 'ement chosen llts -
My Atlas: Bartosz Gajda + L¢ Traceroute6
DNS
You are here: Home = Data & Tools = | oNse
SSLCert
My measurements Public measuren SSLCerts
D Type Origin Target Btatus Start Tin
1010799 One-Off Ping Area 8.8.8.8 2013-06-
1010800 One-Off Pin... Area www._pl.ipy 2013-06-
Traceroute6  Area plum.ipvé 2013-08-
One-Off Pin Area plum.ipvé 13-08-
Traceroute6  Area 2001:808
Traceroute6 Area 2001:808
One-Off Pin Area www._pl.ip\
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RIPE Atlas

- measurements

User defined measurements (UDM) — new measurement

User-Defined Measurement

UDM Type and target

Ping X

Measurement interval (s): 240

#Packets: 3

Size: 48

* Target: | v

Resolve on probe:

Public: v
Create RRD graphs:

Description:

Cancel
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RIPE Atlas

- measurements

.n[? E

ned Measurement »

Origin of UDMs l
: V4
RIPE Database Statistics icums
| | | Area #Probes Actions

RIPE Atlas H = A RIPE Atlas Country )

Probes gin chosen

You are here: Home > Data & Tools > RIPE Atl{ AS
Prefix

Existing UDM

My measurements P eas ts B::1

- ,,_ . * Total Number of Probes. (500Max):
ID Type Origin

1010799 One-Off Ping  Area:WW(100
1010800 One-Off Pin Area

1016225 Traceroute6 Area

One-Off Pin Area
1016227 Traceroute6  Area

1016228 Traceroute6 Area

1026502 One-Off P WW(1 )
0 0 one Pin Area e
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RIPE Atlas
- measurements

RIPE

NCC  RIPE NETWORK COORDINATION GENTRE

RIPE Database Statistics RIPE Labs DNS RIPE Atlas RIPEstat Developer Documentation
e Y I —
RIPE Atlas Home « About RIPE Atlas + GetlInvolved « Results « My Atlas: Bartosz Gajda + Logout

You are here: Home > Data & Tools > RIPE Atlas

My measurements Public measurements 1010799 - Quick Look Ping4 to 8.8.8.8. *

1010799 - Quick Look Ping4 to 8.8.8.8.

General Information Probes Map Seismograph

Probe A(fr) l?\%q) Time RTT
2123 7575 v 2013-06-1307:27 | 5265
2009 3333 3333 |mm v 2013-06-1307:27 654
2277 2519 ® | v 2013-06-1307:27 726
2002 8283 8283 |meeet v 2013-06-1307:27 |7.762
2074 33988 33088 MM . 2013.06-1307:27 |8.119
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RIPE Atlas

- measurements

User defined measurements (UDM) —measurement results

You are here: Home > Data & Tools > RIPE Atlas

My measurements Public measurements 1010799 - Quick Look Ping4 to 8.8.8.8. *

1010799 - Quick Look Ping4 to 8.8.8.8.
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Thank you!

connect * communicate ¢ collaborate




