. %%
GEANTN

Network Monitoring and Troubleshooting
with perfSONAR MDM

Domenico Vicinanza
DANTE, Cambridge UK

Performance U! — First Winter School — Zurich, 6-8 March 2013

fS ) N A R connect * communicate ¢ collaborate




Supporting collaboration

Remote
Access

Sharing

resources \ 4 Reliability

Collaboration

perfS@®@NAR

connect * communicate ¢ collaborate




New field:

Arts and Humanities

Advanced networking is becoming increasingly popular In
the field of the arts and humanities

Enabling collaboration
Sharing experiences
Creating virtual stages

GEANT launch event performance:
Musicians in Stockholm
Dancers in Kuala Lumpur

http://www.geant.net/Events/LaunchEvent/Pages/
EventHighlights-Day1.aspx
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Why research and education

R 20
networks? GEANT*v

Scientific and artistic collaboration are using R&E
networking

|deal platform:
Accessible, high-quality (over-provisioned) IP network
Availability of point-to-point circuits
Support and expertise available within GEANT/NRENs

to facilitate the use of advanced networking for the
arts

connect * communicate ¢ collaborate
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Brilliant performances

Crucial monitoring - perfSONAR

Advanced networking requires pertsonan [\ Nl ]
Advanced monitoring —
Advanced troubleshooting

N———
International scale: perfSONAR *
MDM \
Different network domains ; *

The solution: perfSONAR m :

Distributed multi-domain monitoring
Interoperable on a global scale
Easy to use
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How does perfSONAR work?
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What does perfSONAR measure and how?
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Link utilisation, input errors, output

R S\
drops (RRD-MA) GEANTY

Purpose:
Monitor link utilisation, input errors, packet drops
Provide access to historical measurements
Strategy:
Query router interfaces statistics using SNMP
Store data into RRD files
made accessible through web-service

connect * communicate ¢ collaborate
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File Edit View

| [ perfsONAR

Utilization [Mbps]

T " w »

—_— - e w ™ A
’

Nk DK-GN .
N —= | — —
Showingin: | Mbps | <
....... . ‘ Address Domain Capacity
perfSeNnaAr ﬁ — - .. ;
reth104.0 DANTE Server LAN 10.100.4.0/ 'STED 0 bps
WEB USER INTERFACE o N _ , —
2 xe-2/1/0.320 Link to PIONIER Backup (Pr:x Idb» 62.40.124 177 10 Gbps
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OWD, jitter, packet loss, traceroute

R S\
(HADES/OWAMP) GEANTY

Purpose:
Monitor OWD, jitter, packet loss, traceroute variations
Regularly scheduled
On demand (to be implemented)
Provide access to historical measurements
Strategy:
Sending 9 packets/minute between MPs (HADES)
Sending 10 packets/second between MPs (OWAMP)
Measure OWD, jitter, packet loss and tracking IP route
Store data into archives
made accessible through web-service

perfS@®@NAR
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Web User Interface — OWD, jitter

packet loss
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Amsterdam_GEANT 60, group: 9)

Amsterdam_SURFnet Copenhagen_GEANT (packet: 41, precedence: 0x0, interval: 60,
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Example of packet loss: from

regularly scheduled measurements

(@) perfSONAR web user interface - Moxzilla Firefox

File Edit View Histery Bockmarks Tocls Help

(i perfSONAR web user interface l + l

6 psui.grid.aau.dk/perfsonar-ui [ 65

|
|2 Most Visited m Le Monde.fr : Actualité... ‘;} Rk~ eb user i... perfSONAR web user i... perfSONAR web user i... »

perfS.NAR MDM“ Al— i e
WEB USER INTERFACE Budapest HUNGARNET (packet: 41, precedence: 0x0, interval:

60, group: 9)
l l Copenhagen_GEANT (packet 41, precedence: 0x0, interval: 60,
<< < > >> group: 9)
From:  08/0ct/2012 - 15:32 l l I Copenhagen_GEANT (packet 41, precedence: 0xb8, interval: 60
group: 9)
To: 15/0cti2012 - 15:32 < =
Conenhanen GFANT (nacket 1472 nrecedence: Ox()_interval:

hour  Ghours  day @ week | | NGARNET

Access dlicates == Hopcount

Access utilization data

Access one way delay, jitter, loss | I
and traceroute data
Access available throughput 1 1 N l

historical data

Make available throughput - 4 A
measurement d 1 . 0 0 0 1 . 0 0
Make one-way latency measuremen

Analyse
Settings

4

Hopcount
m

TT T 1 1o

© AW D~ 0w

GEANT

pe rfS@NAR Look at here for packet loss
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|

J (i perfSONAR web user interface

é psui.grid.aau.dk/perfsonar-ui

WEB USER INTERFACE

From:  15/0ct/2012 - 03:47

To: | 15/0cti2012 - 15:47

Access

Access utilization data

Access available throughp
historical data

Make available throughput

measurement

[ Make one-way latency me

Analyse
Settings

GEANT

<< < > >>

hour 6 hours day week

Pick source

Perform test

OWAMP-Testing

pe rfS.N A R MDM | | pickdestination = Intemet2-Seatie

Swap endpoinis

Measumna;‘,«//—\

Max packet delay

Sequence number

Min packet delay

83.44 ms (0.08343899995088577 s)
85.42 ms (0.08542399993166327 s)

Min TTL | 243
MaxTTL | 243

0 1

N
/

e oo it SUMMANy
Min packet delay
Max packet delay

i |21 Most Visited m Le Monde.fr: Actualité... 13} Rhéne - Le Progrés ¥ Live Traffic Schedule at a Glance §2) Google Traduction perfSONAR web user i... perfSONAR web user i... perfSONAR web user i... »

Max est. emror ()
Sent packets
Lost packets

Duplicate packets

7 8

Packet count: 200

more oplions
0.10ms =
200 =|
i E
0 -
9 10 1 12 13

63.44 ms (0.08343899995088577 s) q
65.42 ms (0.08542399993166327 s)

Estimated error

<4 n
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0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10ms 0.10 m:

Look at here for 1-way delay

»
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Web User Interface — route

comparison

PerfSONAR Ul (Web mock-up)

PerfSONAR Ul (Web mock-up) u + L =
| http://147.91.4.16:8080/ps/ v | (*§~ Google Q) A B-
Pe rfS. N A R Service to query:  http://rrd.network.edu Pick service Fetch data
Pick an endpoint pair to get measurements
FCCN_Lisbon_JRA1 to From: To:
= = = == GEANT_Budapest :
From: 25/May/2011 - 08:13 FCCN_Aveiro j FCCN_Aveiro
MeasurementID: 9558 FCCN_Coimbra FCCN_Coimbra
To: 25/May/2011 - 20:13 .
Packet size : 41 FCCN_Lisbon JRA1 FCCN_Porto
hour Ghours day week month Precedence : 0x0 FCCN Porto GEANT_Budapest
Interval : 60 .
Analyze path GARR_Bari T GEANT_Geneva
Groun size 9 U ——— b4 P
Explore ,’————————-me“:m_“wm~3udapest s, . o e e e e e e
’ S ’ S
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\ \
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()
: A 1 . i
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1 |
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w1
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\
S
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— | I I
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Achievable bandwidth

R S\
(BWCTL) GEANTY

Purpose:
Measure the achievable bandwidth between two MPs
Regularly scheduled and
on demand (only for NREN NOC/PERT engineers)
Provide access to historical measurements
Strategy:

Run bandwidth test between MPs using a web-service
interface to BWCTL

Display data with graph and store into perfSONAR SQL-
MA archive

made accessible through web-service

perfS@®@NAR
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Accessing Historical Bandwidth

) t"v
Measurements GEANT*

%) perfSONAR web user interface - Mozill fo

File Edit View History Bookmarks Tools Help
erfSONAR web user interface =

File Edit View History Bookmarks Tools Help

Each dot is a measurement.
' | Clicking on the dot a window displays the

N A

Pick service GEANT-Diagnostic

perfS@NAR " == details

62.40.123.114 62.40.122.242

WEB USER INTERFACE

62.40.123.118 62.40.122.246

m

62.40.122.114 62.40.122.10
<< < > >>
62.40.122.10 62.40.120.226
From:  10/May/2012 - 18:52
62.40.122.242 -

To: | 17May/2012 - 18:52 From 62.40.123.118 to 62.40.120.226

hour 6 hours day ‘week
>>  on16 May, 11:25
Access 100}
== |nterval measurements == Average measurement ‘ .
Access utilization data cal 100c-
00 = 8
Access one way delay, jitter, loss 200
20l @
and traceroute data 2 7o
= eond
Access available throughput 70! = s
historical data ‘ E— 00
— > 40
Make available throughput _"g’ &l 2 004
measurement = F oo
T 1004
£
= T T T u T
R 0 5 10 15 20 25 30 @ °
= Time [seconds]
201 Interval Transferred

559.5 Mbps (559,524,

20 941.5 Mbps (941

927.3 Mbps (927,
941.5 Mbps (941,489,600 bps)

941.5 Mbps (941,468,350 bps)

863 Mbps (863,018,500 bps]

GEANT

1004

c

T T T T T T T
11 May. 01:00 12 May, 01:00 13 May, 01:00 14 May, 01:00 15 May, 01:00 16 May, 01:00 17 May, 01:00
Time
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...and getting the results in two

clicks from the web interface

SR SN
GEANTW

Pick source

perfSONAR web user interface

6 ) http://psui.grid.aau.dk/perfsonar-ui/

N . =\ P~ Pick destinati

e

DErfS@ONARM! | rasmmen | e
WEB USER INTERFACE Graph

mm  Inton/al moaciiromonte s AUSIAAE MBACTIFBMBAT

== |nterval measurements == Average measurement
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GEANT _Geneva
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R
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[ falal
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6s-12s 611.8 MB (641,524,072 B)
12s - 18s 559 MB (586,134,288 B)
18s - 24s 610.9 MB (640,586,692 B)
24s - 30s 605.6 MB (635,026,528 B)
Average 2.9 GB (3,145,064 448 B)
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w
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0
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N

355,36 3)

©
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854.1 Mbps (854,115,589 bps)

846.7 Mbps (846,702,037 bps)

838.6 Mbps (838,575,034 bps)
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Support for mobile devices
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IPhone App

>
. X
(currently being developed) GEANT*v

ail_voda IT 3G ¢ 00:09 ail_voda IT 3G ¢ 00:09

perfSGNARY

{ perfS@NAR},

Quick View

WELCOME

Dashboard
Map View

Query

Utllization data
Delay, Jitter, Loss, Traceroute

perfSONAR Historical throughput data

FACH

a LosEck GE ANT Analyze

University of Applied Sciences

Path segments



ail.voda IT 3G ¢ 00:10 7 =2

{ perfS@NAR, &
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R
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(o]
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Legal
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Carrier 2 5:46 AM ]
{ perfSGNARY,

Please choose the
start date of the
timeframe

()
Cancel
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1 12014
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collaborate



Example:

Query One-Way Delay

{ perfSGNARY N

Query Delay, Jitter,

Loss, Traceroute Select end points and time
nterraces selected
\GLT2 (MSU) 10 DE
fRlsliEElpEicEl cerse
IR SiEE e I [ | / \I L))
Ul 1 2013 001 N1 01 A
E [ | R e
r 0420130 [ A U4 / ‘\7|” [ )"l ]|

Timeframe selected

> Query delay_max

k>Queryde|ay_min | = Query d@’ay_max




The result

atl.voda IT 3G ¢ 00:11 7 3

chart by amcharts.com
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Zoom in/out

all_voda IT 3G

< chart by amcharts.com
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£ /
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Detailed inspection

all_voda IT 3G

< chart by amcharts.com
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Weathermaps with perfSONAR
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Several metrics to choose

R 20\
GEANTY

&) WebCNM (cnmixL.srv.Irzde) - Mozilla Firefox (Private Browsing)

File Edit View History Bookmarks Tocls Help

[ —

W | p 4 > R I I—75QAR 2 | |9, Gooal
6 P cnmbd srv.lrz.de:4080/webtest/topo-dynamic/cgi-bin/cnm-devel.cgi?rm=start_webcnm_gwt&initial_map_id=2584&initial_metric_util&map_image_ty| c 'l' Google e ‘ﬁ‘

7 WebCNM (cnmbd..srv.Irz.de)

|21 Most Visited News m Le Monde.fr: Actualité... ‘;} Rhéne - Le Progrés &% Live Traffic Conjugaison de tous ... §2 Google Traduction 1‘_ ‘ 1nma UZULL '

Map View: Topoloay of Ihcopn_abstract link metric: Interface utilization
[ ToPareriPrev ap |
none

% BWCTL >
Hades duplicate packets *

Hades jitter »
Hades one_way_delay * BWCTL

Hades packet loss

i imi Hades duplicate packets
e Hades jitter

Hades one_way_delay
Hades packet loss

IP hop

IP Interface bandwidth

none

IP Interface errors

IP Interface utilization
Status  collaborate



) WahCNM (enmlvl <nslrr de) - Mazilla Firefox (Private Rrowsing)
1 T ARNST VW AT NJASAT N -

oU ms

160 ms

140 ms

Bl Hades one_way_delay max (out)

Bl Hades one_way_delay max (in)

20:00 0:00

between 2009 Jun 9 12:00:00 - 2013 Jan 30 16:43:53 for out and
between 2009 Jun 10 15:00:00 - 2013 Jan 30 16:43:53 for in

Traceroute View

—_———

4:00

8:00

12:00 16:00

{(shown time ranae: 2013 Jan 28 19:43:52 to 2013 Jan 29 19:43:52)

-B8057321.91353, 12276235:85260
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An application: troubleshooting for the arts
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e-Pormundos Afeto: . )'r;$v
A multi-stage dance performance GEANT*

Remote dancers from Brazil

("1 Stage: Barcelona




e-Pormundos Afeto:
pictures from the performance




e-Pormundos Afeto performance:
The network console

"e_pormundos afeto" (2011)

Concepcao /Conception Ivani Santana

Co-criacao/ co-creation Konic Thtr

Dancarinos/Dancers Mab Cardoso, Jean Therese (Brasil)/Sachiko Fullito
(Espanha)

Tecnologia: LAVID, RNP, i2Cat
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Lﬁ Traffic requirements:

25-30 Mbps
UDP traffic
Low latency
Low Jitter

Objectives:
Validate connectivity

Find botlenecks
Troubleshooting
Support

1 RNP perfSONAR tools
B3 MDM pS (BWCTL-MP)
= BWCTLtool
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The monitoring solution

R 20\
GEANTY

Solution based on perfSONAR MDM for
troubleshooting

perfSONAR MDM provided:
Reliable multi-domain monitoring
Common interface both in Europe and Brazil
The measurement and troubleshooting strategy:
Regular and on-demand bandwidth tests:
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Latin American side

PEIm@NAK




European side
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perfSONAR Available MPs

. A2
GEANTN

l:l GEANT_MadrId Select Measurement point to be queried @

The list is loaded from C:\Fausto\Projectsi\Madrid Test\barcelona-event
Select MA(s)
Use Measurement archive URL Schema Status Status explan...
R N p _S a 0 _p a U l 0 _'l‘.. M [[] GEANT_Madrid http:ffmp1l.mad.es.geant2.net:3090/services/MPB... bwctl echo \:I
[[] RMP_Sao_Paulo_vM http:f/200.133.192.43:8090/services/MP/BWCTL bwctl echo |:|
R N p Bra S | Ila '..|| M [] RNP_Brasilia_vm http:/{200.19.119,90:3090/services/MP{BWCTL bwctl echo |:|
[[] RMP_Sao_Paulo http://bwctl.pop-sp.rnp.br:8090)services/MP/BWCTL  bwctl_destination  org.apache.axis. ...
| [] RMP_Brasilia http://bwetl.pop-df .rnp.br:8090)services/MP/BWCTL  bwectl_destination  org.apache.axis.... [j
RNP—SaO—an O [[] REDIRIS_Madrid http:f/perfsonar.rediris.es:8090)services/MP/BWCTL  bwctl echo
[[] REDIRIS_Madrid_Delay http:f/perfsonar-delay.rediris.es:8090/services/MP{... bwctl echo
RNP Brasula [[] AMELLA_Barcelona http://84.88.16.114:8090/services/MP/BWCTL bwct] echo
[] AMELLA_perfSOMAR http://perfsonar.anella.cesca.cat:8090)services/MP/... bwctl echo
. [] ciemar http:/fperfbw.ciemat.es:8090/services/MP/BWCTL bwitl echo
REDIRIS_ Madrid
[[] REDIRIS-BWCTL-MP http:f/hades-bwctl.rediris.es:8090/services/MPIBWCTL bwctl echo
REDIRIS _Madrid_Delay
AMNELLA_Barcelona
URL http://perfsonar.anella.cesca.cat:8090/services/MPBWCTL
Mame ANELLA_perfSONAR Schema bwctl
A N E L L A _p e r F S O N |Q| R Event type bt ' Supported event types IS v
Load Save Mew Remove
.conf file | Lookup Service
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perfSONAR Results for

>
-, X
UDP and TCP throughput GEANT*v

Interval 36.0-42.0; Transferred 35.053139 MB (36755880 Bytes); Throughput 49.00784 !Mps (49007840 hits/sec)
Interval 42.0-48.0; Transferred 35.793343 NB (37532040 Bytes); Throughput 50.04272 Mps (50042720 hits/sec)
Interval 48.0-54.0; Transferred 35.088186 MB (36792630 Bytes); Throughput 49.05684 IMhps (49056840 hits/sec)
Interval 54.0-60.0: Transferred 35.794744 MB 37533510 Bytes); Throughput 50.04468 IMps (50044680 hits/sec)

Iverage throughput 49,653116 Mps (49653116 hits/sec)

Current Measurement
-e- TCP throughput per reporting interval <@ Average TCP throughput over test duration

49.7

Mbps
PO

49.4

49.1

GEANT_Madrid > RNP_Sao_PaJLDJIo
GFANT_Madrid > RNP_San_ aulo

fS‘N A R RNP_Sao_Paulo > REDIRIS_Madrid
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perfSONAR results for packet loss:

>
. X
no lost packets GEANT*

== Max |IPDV/Delay == Med IPDV/Delay == Min IPDV/Delay == |oss == Duplicates == Hopcount

IPDV [ms]
[
¥
T
E
F
p——————
h
— ol |
3
]
F.

Delay [ms]
W 4
[n] [ ] [on] [on] [ ] (e ]
h—
-
L
P
3
1
:
L
>
T

Lost packets 0

Duplicate packets 0

perfS@®@NAR
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Conclusions

Network data accessible
from multiple domains
In a standardised format.
Effective collaboration
Configuration problems solved
Quickly
Effectively
Smooth dance performance
Happy dancers

Happy engineers ©
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ome page - Windows Internet Explorer

perfSONAR MDM website:

perfSONAR M

advanced search

M . P 1
V&Y - [B] http:/iwww.geant.netservicelperfsonar/pagesihome.aspx 8% %] | |l
File Edit View Favorites Tools Help
W e | @ Home page ‘ & v B = - |2hPage - () Tools ~
SEARCH - |®

PART OF THE GE ORTFOLIO GEANT
ABOUT perfSONAR USER EXPERIENCE FAQs RESOURCES Ci us ABOUT US
Part of the GEANT Services Portfolio Monday 23 May 2011 | Time - 10 57
NREN NOC perfSONAR Updates
& PERT engineers ;
Follow per Twitter

Find out how perfSOMNAR can
make your life easier.

Do you work for an NREN?

Find out more about how
perfSONAR can help you,

Are you a researcher,
scientist or student?

Find out how perfSONAR
monitoring can improve your
network performance.

Deployment Status : March 2011

In trial [} Deployed

The multi-domain monitoring service for the GEANT Service
Area enabling NREN NOCs and PERTSs to collaborate

in providing seamless network performance

for their network users.

Join the pilot phase for perfSONAR MDM - the only tool for network

monitoring across multiple domains! pe AR MDM is currently in a pilot

will last until June, w
ANTE and

implementing

ith the production s
eral NRENs across the GEANT
R MDM for their NC
t - find o

phas

autumn

g the perf!

invited to join the pilot ut how by centacting the perfSONAR team.

perfSONAR Resources )

| Manuals | Guides | Training | Downloads | Bug Tracking |

click here to find out more

GEANT Forge

The first perfSONAR User Panel

meeting will meet at TNC for u

GEANT News

Russian Research Collaboration
advances through high speed

network connection

GEANT Media Centre

SeRT

€ Internet

Goals:

Single point
of access for
perfSONAR
Contact
points, FAQs,
resources &
downloads,
and support

Host news
and success
stories from
Users

communicate ¢ collaborate




perfSONAR Twitter:
@perfSONARMDM

e perfSONAR MDM (perfSONARMDM) on Twitter. - Windows Internet Explorer

p———

(€ ITh

File Edit View

3 http:/ftwitter.com/#!/perfSONARMDM

Favorites  Tools  Help

W e | 3 perfSONAR MDM (perfFSONARMDM) on Twitter

twitter¥

Search

perfSONAR MDM
@perfSONARMDM Cambridge
»erfSONAR MDM (Multi-Domain-M

PE F2 Sy JIvL (v

perfSONARMDM

#perfSONARMDM Correlation of existing measurements and new
web-based user interface discussed with user representatives in
Prague

perfSONARMDM

erfSONARMDM First User Panel concluded: 18 participants from
9 NRENSs discussed the future direction of perfSONAR

e}
P

perfSONARMDM C
#perfSONARMDM First perfSONAR User Panel next week in
Prague. Visualisation tools and circuit mon. among the topics

http://bit.ly/knuke

perfSONARMDM : '
New perfSONAR website was announced in GEANT
newsletter "Connect": http://bit ly/eks0V

tperfSONARMDM

_narfSONARMDM

\ »
e v |:-bPage v (F Tools ~

Have an account? Sign in

B About @perfSONARMDM
7 1 18

weets Following Followers

Follow perfSONAR MDM on Twitter

AR A

Don’t miss any updates from perfSONAR MDM

Sign up today and follow your interests!

Sign up & follow perfSONAR MDM »

Curious how perfSONAR MDM uses Twitter?

Discover who @perf SONARMDM follows

Weekly tweets

Messages re-
tweeted by
other sister
networks and
organisations

Growing
community of
followers
around the
world

@perfSONAR
MDM
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€ Internet + 100%




perfSONAR MDM. Be part of it.

S 20\
GEANTN

Follow perfSONAR at:
http://twitter.com/#!/perfSONARMDM

Website: http://perfsonar.geant.net
Twitter: @perfSONARMDM
Info; domenico.vicinanza@dante.net
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Extra slides for questions about
impact of packet loss on bandwidth
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TCP performances with packet loss

. %’ F
GEANTN

TCP performances depends heavily on packet loss
Because of the way TCP works, waiting for acks

Losing packets rapidly leads to performance degradation
Mathis formula:

Max rate < MSS /RTT+Vp
where:

Max Rate: is the TCP transfer rate in bps

MSS: is the maximum segment size (e.g.1460) in bytes
RTT: is the round trip time in seconds

p: is the packet loss rate or loss probability (fraction)

Formula from Mathis, et al. The macroscopic behavior of the TCP congestion avoidance algorithm. CCR,
27 (3), July 1997

perfS@®@NAR
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Examples

The following examples assume MSS=1460 Bytes
Example 1:
RTT=88 ms
Loss probability: 1%
- Max BW=1.33 MB/s
Example 2:
RTT=20 ms
Loss probability: 0.1% - Max BW=18.5 MB/s
Example 3:
RTT=20 ms
Loss probability: 1E-6 - Max BW=5.8 GB/s

perfS@®@NAR
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Measuring packet loss with

. AT
perfSONAR MDM GEANTN

The packet loss rate is then a crucial measurement to assess the health
of a TCP/IP connection

perfSONAR MDM supports packet loss measurements from the
perfSONAR web user interface

Regularly scheduled
every minute

On demand
New feature infroduced in the last version
Available at http.//psui.geant.net

perfS@®@NAR
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